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DISINFORMATION

THE SECRET STRATEGY TO
DESTROY THE WEST

THE TRUE STORY OF A SOVIET BLOC SPY CHIEF WHO LEFT
“THE DARK SIDE” TO SHINE A LIGHT ON THE GREATEST SOURCE
OF POLITICAL EVIL IN TODAY’S WORLD
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DISINFORMATION AND THE COST OF FAKE NEWS
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Information manipulation is not about “fake news” -> it is
about the influence
campaigns.

The intention of external disinformation actors is to

, often seeking to undermine democratic debate,
exacerbate social polarisation, silence criticism and improve
their own image. It is often done A
using/misusing existing debates and controversies.




State and Non-State Actors and their Proxies




Direct military confrontation

A2,

Proxy war

vaerzttacks
Cyber theft

Disinformation campaigns
Social media manipulation

Propaganda
Diplomacy

Probability of escalation




Disinformation is an increasingly systematically used
tool

“Industrial scale problem”, more than 80 countries

Facebook/Twitter identify and remove “coordinated
inauthentic behaviour”

China is an increasingly active actor, not only on
disinformation but also on suppression of voices

Other actors: Gulf States, Iran, Turkey...

Key EEAS partners (US, Canada, Australia) have
dedicated teams in place for this issue
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Official Government
Communicaftions

* Kremlin or Ministry
statement’

= Official Russian
social media post®

= Statement or quote
by Russian official®

O Elillh:ln IT:::ET::ng

* State-funded,
foreign-facing
media*

* State-funded,
domestic-facing
media®

* Foreign-based,
Russian state-funded
media®

* International Russian
socio-cultural insti-
tutions’

CONNECTION

ECOSYSTEM

Cultivation of
Proxy Sources

* Russia-aligned
outlets with global
reach?®

Local language-
specific outlets®

Witting proliferators
of Russian
narratives™

Unwitting prolifera-
tors of Russian
narratives™

* Foreign state narra-
tive amplification'?

TO RUSSIA

OF RUSSIA'S

bt e

Weaponization
of Social Media

* Infiltration of domes-
tic conversations'

* Standing campaigns
to undermine faith in
institutions™

* Amplification of
protests or civil
discord™

Cyber-Enabled
Disinformation

* Hack & Release'

* Site capture'

* Cloned websites™

* Forgeries'™

* Disruption of official
sources or objective
media®”

DENIED







IRRELEVANT NAVALNY LISES CHILDREN FOR HIS
OWN POLITICAL PURPOSES

I WEST NEEDS NAVALNY FﬂR SﬂGIAl UPHEAVAL,
STRIKES AND N

| oE & GERMANY HAVE USED NA\M[H\' AFFAIR
10 PRETENI] RUSSIA IS A TERRORIS

NAVALNY WAS PLAHIED B\’ THE A
ECIAI 5 LIKE A ROTTEN EGG
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| THE ACIIONS OF NAVALNY i /




BRING DONBAS HOME!

BROSKREMLIN
DISINFOINARRATIVES

_ UKRAINE IS PREPARING
A GENOCIDE!

UKRAINE IS PREPARING AN
- ATTACICAGAINST DONBAS!

UKRAINE IS SHELLING
VILLAGES, KILLING CHILDREN!

“SINGE THIS MORNING, WE
ARE RETURNING THE FIRE”



PANDEMIC - FERTILE GROUND FOR DISINFD

o ALARMING SUBJECT THAT TOUCHES US
PERSONALLY .

o HIGHLY COMPLEX, REQUIRES
SCIENTIFIC KNOWLEDGE

o DYNAMIC SITUATION &
UNCERTAINTY
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“FOREIGN ACTORS [...] IN PARTICULAR RUSSIA AND
CHINA, HAVE ENGAGED IN TARGETED INFLUENCE
OPERATIONS AND DISINFORMATION CAMPAIGNS
AROUND COVID-19 IN THE EU, ITS NEIGHBOURHOOD AND
GLOBALLY, SEEKING TO UNDERMINE DEMOCRATIC
DEBATE AND EXACERBATE SOCIAL POLARISATION,
AND IMPROVE THEIR OWN IMAGE IN THE COVID-19
CONTEXT.”

EU JOINT COMMUNICATION ON TACKLING COVID-19
DISINFORMATION



RUSSIAN NEWS AGENCY

US labs in third countries may be
developing pathogenic agents —
diplomat

Netizens are welcome to provide relevant clues of US overseas biological laboratories

Los internautas pueden proporcionar pistas relevantes de los laboratorios biol6gicos de los EE. UU.

PR  Provide Clues \
Proporcionen pistas X
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Let's unite and safeguard our lives against biological threats
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PRO-KREMLIN DISINFORMATION
/ t4THE VACCINE SPUTNIK V
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Why were US media silent on Pfizer
vaccine deaths?: Global Times editorial

By Global Times

blished: Jan 15, 2021 o8:00 PM f w o

CHINA |/ SOCIETY

Chinese health experts call to suspend
Pfizer's mRNA vaccine for elderly after
Norwegian deaths

By Zhang Hui
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CHINA / SOCIETY

Deaths after Phizer vaccination at Spanish
nursing home aggravate concerns

Deaths after Pfizer shots raise concerns
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ﬁsﬁg XI N}I UANET Wednesday, February 17, 2021 Q , 99 (o)

Commentary: China develops COVID-19 vaccines as global public
good

Souree: Xinhua | 2620-09-09 20:45:25 | Editor: husxia
CFl&]in ISy %)
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CHINA  WORLD BUSINESS LIFESTYLE CULTURE TRAVEL WATCHTHIS SPORTS OPINION
Opinion
* Home / Opinion / From the Press

Need to battle disinformation clouding China's
vaccine development efforts

Xinhua | Updated: 2020-12-09 10:27
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[impose costs]

[Headquarters]

[prebunk, inoculate]







Info Environment Partnerships
with trusted

Vulnerabilities communities

and data voids
Crisis
Analysis communications

(ABCDE model)




Community of Governments

fact-checkers Stratcom
Capabilities
Independent building
voices/media
Experts’
networks

EU Networks
on the ground




Measuring impact

Ben Nimmo, Sep 2020 Brookings
THE BREAKOUT SCALE
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CATEGORY ONE CATEGORY TWO CATEGORY SiX
one platform, no breakout  one platform, breakout OR multiple platforms, cross-medium breakout celebrity amplification policy response OR
many platforms, no multiple breakouts call for violence

breakout

Reach Social media
Engagement Mainstream

Sentiments Real life
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Mews & Analysis - Disinfo Review  Disinfo Database  Stodies & Reports I The Media  Disinfo Quiz
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