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What are we 
talking about?

Information 
manipulations?

Fake News

Influence 
Operations

Disinformation Computational 
Propaganda

Coordinated 
Inauthentic 
Behaviour



Information manipulation is not about “fake news” -> it is 
about the intentional, targeted and coordinated influence 
campaigns.

The intention of external disinformation actors is to 
manipulate, often seeking to undermine democratic debate, 
exacerbate social polarisation, silence criticism and improve 
their own image. It is often done opportunistically, 
using/misusing existing debates and controversies. 



Harmful

• Democracies
• Societies
• Values
• Security
• Etc.

Not illegal

• Hate speech
• Terrorist 

content
• Legal 

instruments

Manipulative

• Fake accounts
• Fake websites
• Suppression 

techniques 

Intentional

• Not 
misinformation

• Pursing a 
specific goal

Coordinated

• Use of 
different 
parts of the 
“ecosystem”

State and Non-State Actors and their Proxies





• Disinformation is an increasingly systematically used 
tool

• “Industrial scale problem”, more than 80 countries

• Facebook/Twitter identify and remove “coordinated 
inauthentic behaviour”

• China is an increasingly active actor, not only on 
disinformation but also on suppression of voices

• Other actors: Gulf States, Iran, Turkey…

• Key EEAS partners (US, Canada, Australia) have 
dedicated teams in place for this issue
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The challenge



CONVERGENCE OF CHINESE-RUSSIAN NARRATIVES



The latest trends: vaccines roll-out





Expose
[impose cos ts ]

Escalate
[H eadquarters]

Engage
[prebunk, inoculate]





Info Environm ent

Vulnerabilities  
and data voids

Analys is

(ABCDE  m odel)

Partnerships 
with trusted 
com munities

Cris is  
com munications



Governm ents ’ 
Stratcom  

Capabilities  
building

Experts ’ 
networks 

Com munity of 
fact-checkers

Independent 
voices/m edia

EU  N etworks 
on the ground



Measuring impact
B en N im mo, Sep 2020 Brookings

Reach
Engagem ent

Sentim ents

Social media
Mainstream

Real life





www.EUvsDisinfo.eu
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